Journal of Insights in Basic and Applied Sciences

JOURMAL OF INSIGHTS
@ M‘J ae“u;g‘ aJM‘ gé 45:9) Z\.‘.LA IN eu;::g[;mlm -
ISSN: 3106-1737
Volume 2, Issue 3, 2026, Pages: 823-837

JIBAS Journal homepage: https://jibas.com.ly/index.php/jibas/en

Digital File Encryption Using The Advanced Encryption
Standard (AES) in Gcm Mode: A Vb.Net Implementation with
Nist Security and Performance Evaluation

Noura M. Alkurrit , Ali Salam Alatrsh?, Noureddin Y. S. Elhaj3, Amal Algohoul*, Mahad
Alshantah®, Taqwi Altlaieiyah®
1456 Computer Science Department, Faculty of Science Assaba, University of Ghryan, Libya
2 Department Electric and Electronic, College of Engineering, Nalut University, jado, Libya
3 Higher Institute of Science and Technology Alrhebat, Alrhebat, Libya

piay A (AES) adiiall padil) jlma dsa ) s aladindy dad ) cililal) b
NIST eI Las) 38y Aol g Al aullig VB.NET 4l 145 GCM:

6 llall (5 5 SALaiill Mg 4 g3l Jal Pzlall G gy call 55 205 kY Al e "1 Sl dess ) 58
Ll Aalia¥) o glall 40 ¢ je Aaadla ¢ JY) sl and 654 1
L) e sl dralas ¢ ol disil) A4S ¢y 5 ISTY 5 Al oSl dsnigl) o 2
L\.\..gj “_M.\;_)l\ ca..gﬁﬂ\j(:)udw\ J@_’.A\ ‘au,hd\g.asemf’

“Corresponding author: nouraalkorry@gmail.com

Received: June 27, 2026 | Accepted: August 25, 2026 | Published: September 22, 2026

@ Copyright: © 2026 by the authors. This article is an open-access article distributed under the
terms and conditions of the Creative Commons Attribution (CC BY) license

(https://creativecommons.org/licenses/by/4.0/).
Abstract:

This research presents the design of an integrated software system for data encryption and the protection of
digital files against unauthorized access. The system utilizes the Advanced Encryption Standard (AES) in
Galois/Counter Mode (GCM) with a 128-bit key, implemented in Visual Basic .NET via an interface that
supports both encryption and decryption with full content recovery. The random components used for key and
initialization vector generation were subjected to the NIST statistical test suite—comprising 14 tests with an
acceptance threshold of p > 0.01—and successfully passed all tests, maintaining values well below the 0.2
failure threshold. The system features a key space of 228 and an exhaustive search time of 5 x 10%* years (at a
rate of 50 billion keys per second). It recorded encryption and decryption times of 1.6 seconds and 1.1 seconds,
respectively—compared to 3 and 1 seconds for DES, and 7.3 and 4.9 seconds for RSA—while ensuring
complete data integrity without significant file size expansion. The results confirm the system's suitability for
protecting stored files and recommend its broader adoption.
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